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Risk management is fundamental to safe and secure shipping operations. Risk management has traditionally been 

focused on operations in the physical domain, but greater reliance on digitization, integration, automation and 

network-based systems has created an increasing need for cyber risk management in the shipping industry. 

 
Cybertechnologies have become essential to the operation and management of numerous systems critical to the 

safety and security of shipping and protection of the marine environment. In some cases, these systems are to 

comply with international standards and Flag Administration requirements. 

 
The IMO Facilitation Committee, at its 45th session, and the Maritime Safety Committee, at its 103rd session, having 

considered the urgent need to raise awareness on cyber risk threats and vulnerabilities, approved an update to the 

Guidelines on maritime cyber risk management (MSC-FAL.1/Circ.3/Rev.1). 

 
Threats are presented by malicious actions (e.g. hacking or introduction of malware) or the unintended 

consequences of benign actions (e.g. software maintenance or user permissions). In general, these actions expose 

vulnerabilities (e.g. outdated software or ineffective firewalls) or exploit a vulnerability in operational or information 

technology. Effective cyber risk management should consider both kinds of threat. 

 
Vulnerabilities can result from inadequacies in design, integration and/or maintenance of systems, as well as lapses 

in cyberdiscipline. In general, where vulnerabilities in operational and/or information technology are exposed or 

exploited, either directly (e.g. weak passwords leading to unauthorized access) or indirectly (e.g. the absence of 

network segregation), there can be implications for security and the confidentiality, integrity and availability of 

information. 

 
 
Act now 

 

 
ShipOwners/ Managers/ Operators are encouraged to keep records of maritime cyber violation incidents that occur 

and report them both to URACOS Head Office and the Administration. This will help to better understand and 

assess the threats to which the ships are exposed and will also contribute to the implementation of a series of 

protective measures to deteriorate cyber risk in maritime industry. 


